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The innovative development of banking presupposes modernization in the approaches to anti-money
laundering. The article considers the issue of financial monitoring of banking operations without bank
employees’ participation through the "Client-Bank™ system. Two models for monitoring the automatic
payments in the "Client-Bank" system are identified. The list of functions performed by the "Client-
Bank" system in terms of types of clients: individuals and legal entities (including individuals-
entrepreneurs) was determined. The first model describes general indicators of transactions that have the
risk of money laundering. The second model focuses on the specific features of the "Client-Bank™ system
functionality for legal entities or individual entrepreneurs. Several criteria for the riskiness of the
operation in terms of money laundering are considered. The developed business process model takes into
account the verification of the participant's affiliation to countries that do not implement or improperly
implement the recommendations of intergovernmental organizations, the participant's affiliation to
politically significant or related persons and the withdrawal of capital abroad, including offshore areas .
In addition, checks of financial condition of counterparties, regularity of receipts of payments and cash
withdrawals, circulation of foreign currency, loan repayment, receipt of a significant amount of cash, ip-
address of the client and description of the transaction are included. A feature of the business model for
legal entities is the verification of NACE compliance, analysis of the number of contractors, analysis of
the timeliness of tax payments. Directions for further development of this study identify the possibility of
intellectualizing the financial monitoring system and improving the regulatory framework in the system
"Client-Bank" to enhance the system of anti-money laundering in banking institutions.

Keywords: anti-money laundering, "Client-bank™ systems, risks of the bank, bank, financial
monitoring.
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Introduction. In recent years, the financial services market has been characterized by the
development of FinTech innovations. Annually, new information technologies are introduced
into the banking system. They are designed to meet the needs of as many customers as
possible. However, the expansion of financial services, which begin to be online, the bank
employees’ work is simplified and there is a higher risk to use these tools for money
laundering. Therefore, there is a problem to improve the internal system of financial
monitoring, considering the peculiarities of the latest financial technologies [1].
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Problem statement. The following domestic and foreign scientists considered this issue:
Kuzmenko O. V., Yarovenko G. M., Boyko A. O. [1, 21], Stechishin T. B. [20], Dmitrov S. O.,
Medvid T. [1], Serbina O. G., Zaguzova O. M. [18], Tropina T. [22], Singh K., Best P. [19].

Due to lack of time, the employees from financial monitoring department cannot analyze
every transaction in the system in detail. Given the significant number of transactions carried out
by customers through the system "Client-Bank", it is necessary to verify their eligibility
automatically. The basis of the relevant software solution is to form the business process to
monitor the automatic payments.

The purpose of the article is to form a business process for automatic monitoring of
payments through the system "Client-Bank".

Results of the research. The main form of banking customer service in the development
of FinTech is "Client-Bank". It provides customers with the ability to obtain financial
information and control bank accounts remotely. From a technical point of view, "Client-
Bank" is a system or platform that combines financial tools to control the account and access
to banking services [14].

For an individual client, the "Client-Bank" usually has the following functions:

1) Creating an application for a credit limit / cash loan / credit card,;

2) Opening and closing of the current accounts (both in national and foreign currencies),
deposit / savings accounts;

3) Ordering cards, changing the level of packages;

4) Repayment of credit debt;

5) Creation of payment orders;

6) Execution of payments in the national currency (utility, from account to account, from
card to card, etc.)

7) Receiving money transfers;

8) Formation of information on the movement of funds on the account;

9) Using of account statements of different levels;

10) Carrying out transactions for the purchase and sale of foreign currency;

11) Carrying out operations on the domestic government bonds;

12) Communication with technical support via chat;

13) Formation of cost statistics by areas.

If one considers the functionality of the bank's client for a legal entity and a person-
entrepreneur, it will be similar to individuals, but it is necessary to consider these economic
entities' peculiarities. The functions of the "Client-Bank™ may have a limited or specific nature. It
is necessary to add the following functions to the above:

1) Running the salary project;

2) Execution of payments in national and foreign currency;

3) Transfer of supporting documents (invoices, acts of work performed) to the bank;

4) Working with acquiring

Given the differences in the construction of such system as "Client-Bank™ for individuals and
for legal entities (including persons-entrepreneurs), it is necessary to separate the business
process model for monitoring the automatic payments to be made through the system "Client-
Bank", depending on the type of economic agents.

In general, the business process of determining the transaction to be financially monitored is
shown in Figure 1.
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While considering Figure 1 in more detail, there is the client's authorization and
identification in the system before entering it. Using personal login and password, or an
electronic key, the client gets access to the functionality of the "Client-Bank™ system. The next
step is to check the threshold amount of the transaction carried out by the client through the
system, defined at 400.000 UAH by the Law of Ukraine "On Prevention and Counteraction to
Money Legalization (Laundering), Terrorist Financing and Proliferation of Mass Destruction
Weapons" [16]. If the transaction amount exceeds UAH 400.000, the client's inspections
specified by the Law are launched. The affiliation of a client or counterparty to countries that
do not follow the recommendations of intergovernmental organizations to prevent money
laundering is checked [28, 4, 2]. Such transactions may include receiving or sending a SWIFT
payment equivalent to UAH 400.000 to Iran or the Democratic People's Republic of Korea
(DPRK) (as of 2020, these countries are in the High-Risk Jurisdictions subject to a Call for
Action from the FATF) [8]. In addition, banks may consider the transactions risky which are
carried out in countries of Jurisdictions under Increased Monitoring FATF. These countries
actively cooperate with the FATF to eliminate shortcomings in national systems to prevent
money laundering. As of 2020, this list included Albania, The Bahamas, Barbados, Botswana,
Cambodia, Ghana, Iceland, Jamaica, Mauritius, Mongolia, Myanmar, Nicaragua, Pakistan,
Panama, Syria, Uganda, Yemen, Zimbabwe [9].

The next step is to verify that the participants in the transaction are politically significant
or related persons. It is carried out in its database and from an open database, for example, the
Center for Counteraction to Corruption "Register of National Public Figures of Ukraine" [17].
The next criterion is the transfer or receipt of funds from countries that belong to offshore
areas. The Cabinet of Ministers of Ukraine determines the full list of offshore zones [15].

If any of the above criteria meets the transaction over 400.000, it is risky, and there is a
notification to the regulatory authorities.

If the amount is less than the threshold or none of these conditions is met, the following
checks, defined in the Typological Studies of the SCFM, are launched [26, 27, 25, 24, 23].

The client's IP address is checked in this way. It will be a risky transaction if other clients
often make transactions from this IP address or if the client's counterparty also uses this IP
address. It is almost impossible, and therefore, illegal activity occurs.

The next important criterion is frequent cash inflows with their subsequent transfer to
another account or cash withdrawal. Such transactions risk being part of the money-laundering
scheme, including concealing the ultimate beneficial owner of funds [11, 1].

The next identifier is the crediting of funds in foreign currency. After that, the purpose of
transactions is checked for unusual descriptions for this client. For example, if a customer
usually receives a credit in the form of salary and spends money on food and household goods,
suddenly begins to receive and transfer significant funds for gifts, services, which are difficult
to verify [10, 3].

The scheme considered in Figure 1 covers customers of individuals. However, customers
of legal entities (individuals — entrepreneurs) have their unique functions in the system
"Customer-Bank", which will be considered in Figure 2.
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Figure 2 shows that the system of monitoring transactions carried out through the "Client-
Bank" for a legal entity (individual entrepreneur) checks whether the transaction is a payment
for goods or services immediately after authorization and identification [7].

If "yes", the coincidence of this operation is checked by the NACE of the organization. If
necessary, the system may require supporting documents. The frequency of such transactions
is also checked: if this transaction occurs infrequently, it can be risky. The counterparties are
also analyzed. If there is a frequent change of non-resident counterparties, or for example a
newly created organization has many non-resident counterparties [6].

If the transaction involves a salary, it is important to check whether taxes have been paid.
Unpaid or late taxes can point the fictitious activities of the organization. Such an organization
can be part of a conversion center.

Then, when using acquiring, it is important to check the frequency to use cards and the
number of unique cards. If the calculations are made using the same cards, and their number is
small — most likely the organization is part of the conversion center [13].

Conclusions and prospects for further research. The use of innovative technologies leads
to new challenges in money laundering control. The introduction of the "Client-Bank™ system in
customer service helps banks to retain customers, provide services online, automate the work of
some processes and, as a result, free up working time. The considered business process model
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for monitoring the automatic payments carried out by economic agents through the Client-Bank
system will reveal operations on money laundering at an early stage.

Prospects for further research consist of the possibilities to intellectualize algorithms for
analyzing transaction assignments to identify the attackers' semantic advantages. Besides, it is
objective to improve the business process model at the regulatory level. Currently, the systems of
"Client-Bank" in each banking institution are configured according to internal recommendations.
Therefore, this model can work in each bank in its way. Due to this, the unification of regulatory
documentation for the "Client-Bank™ systems becomes relevant.
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[HHOBamiHKI PO3BUTOK OAHKIBCHKOI MISITEHOCTI 3yMOBIIIOE€ MOJEPHI3AIII0 Yy MiIX0gax X0 HPOTHMIT
Jeraizamii J0X0AiB, OTPUMAHUX HE3aKOHHHUM LUIIXOM. B CTaTTi po3risIaeThCsl MUTaHHS (PiHAHCOBOTO
MOHITOPHHTY OaHKIBCHKHX OIEpalliif, ki BiIOyBarOThCs 0e3 yyacTi MpaliBHUKa OaHKY Yepe3 CHUCTEMY
«Kiienr-6ank». byno BusHaueHo mepemik (yHKIiH, ski BHKOHYe cucteMa «KirieHT-0aHK» B po3pisi
TUITB KJIEHTIB: (I3MYHMX Ta IOPUAMYHHX Oci0 (B ToMy umcni (izumdHMX-oci6 mimnpuemuis). Bymo
BULICHO J1BI MOZENTi Gi3HEC-TIpoLieCy aBTOMAaTH30BaHOTO MOHITOPUHTY IUIATEXiB, 3MIHCHEHUX Y CHUCTEMI
«KiienT-6anx». [lepina modynoBana MoJIeNIb ONUCY€ 3araibHi iHAUKATOPH TPAH3AKIIiH, SKi MAIOTh PU3UK
nerajizamii MOXOMiB, OTPHUMAHUX HE3aKOHHMM HuLiXoM. Jlpyra — (oOKycyeTbcs Ha crenudiyHux
ocoOumBoCTSIX (yHKIiOHATY cucteMH «KiieHT-6aHk» Ui IOpUIMYHUX OCi0 4m mg (i3uyHHX 0ci0-
nmignpuemMniB. Bymo posrisHyTO psA KpuUTepiiB pH3MKOBOCTI omepamii 3 TOYKM 30py Jeramizarii
KpUMiHAIBHUX A0XO0IiB. Po3poOnena mMomens Gi3Hec-Tpolecy BpaxoBYe MEPEBIpKY Ha MPHHAICKHICT
y4acHHKa omepauii 10 KpaiH, sfiKi He BHUKOHYIOTh YM HEHAJICKHUM YHHOM BHKOHYIOTH PEKOMEHMALil
MDKYPSIIOBHX OpTaHi3alliif, MPUHAIEKHICTh YJaCHUKA J0 MONITHYHO 3HAYYIIMX UM ITOB’S3aHUX 3 HUMH
oci0 Ta Ha BUBEICHHS KalliTaly 3a KOPJOH, B TOMY 4HCIi 10 odmopHuX 30H. OKpiM IIbOro, BKIIOYEH]
nepeBipky (piHAHCOBOTO CTaHy KOHTPAreHTiB, PErYIIPHOCTI HAAXOMKEHHS IUIATEXKIB Ta 3HATTS TOTIBKH,
00iry iH03eMHO{ BaJIFOTH, TIOTAIICHHS KPEAUTY, HAaAXOKEHH: 3HaYHO1 cyMmH TOTiBKH, |IP-agpecu kimienTa
Ta omucy Tpan3akuil. OcoOnMBicTIO Oi3HeC-MozeNi Uil IOPUIMYHAX OCi0 BH3HAYEHO IEpPEeBIpKY
BignoBimHocti KBEJI, aHami3 KiNbKOCTI KOHTpPAareHTIB, aHali3 CBOEYACHOCTI CIUIATH IOJATKIB.
HanmpsiMmkamMy 1moianboioro po3BUTKY AAHOTO TOCTIMHKEHHS BU3HAUCHO MOIIMBICTH i1HTENEKTYyasizarii
cucreMu (piHAHCOBOTO MOHITOPHHTY Ta yIOCKOHAIEHHS HOPMAaTHBHO-TIPAaBOBOI 0a3u y cepi AisIbHOCTL
cucteM THny «KiieHT-0aHK» 3 METOI0 IOKpAIeHHs CHUCTEeMH HPOTHIIl Jieramizamii KpHUMiHaJIbHHX
JIOXOJIiB y OaHKIBCHKHX YCTaHOBaX.

Knrouogi cnosa: mpotunis neraiizanii KpUMiHaJBHUX JOXOAIB, cucteMu «KitieHT-0aHK», pH3HKH
0aHKy, 6aHK, (hiHAHCOBHII MOHITOPHHT .
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