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The article is dedicated to the study of opportunities and obstacles of the IT-sphere development in
Ukraine. The work mentions the authorities that regulate and control the subjects of the IT-sphere. The
Laws of Ukraine, resolutions of the Cabinet of Ministers of Ukraine and other normative and legal
documents which form the legal basis for the functioning of the IT-sphere are grouped in the article. The
article identifies key economic and law issues that have a negative impact on the activities of IT-
companies, IT-professionals and business partners, and also inhibits the development of IT-sphere in
Ukraine. Such problems include lack of proper comprehensive protection of software product;
difficulties in the process of transferring property rights to all 1T-products; lack of legal instruments and
mechanism for regulating issues related to non-competition in labor relationships; piracy during using
software products. The author suggests possible ways of solving each of these economic and law
problems of the IT-sphere in Ukraine. The first step in solving these problems is the specification of
intellectual property of the IT-professionals and IT-companies work results in the law field. The
implementation of this proposal will provide a good basis for further action. The next steps include
improving the regulatory framework of Ukraine to ensure legal protection of software products and
creating conditions for the simple, transparent and effective process of transferring property rights to IT-
products. Having solved these indicated problems of an economic and legal nature, the IT-sphere in
Ukraine will be able to fully realize its capabilities: save labor resources, i.e. highly qualified and
creative IT-specialists who provide development and implementation of various I1T-projects; expand the
boundaries of international cooperation in the IT-space; create your own IT-products; develop IT-
entrepreneurship in Ukraine, especially innovative.

Keywords: cybersecurity, IT-sphere, legal base of the IT-sphere, property rights to IT-products, the
security of the software product.
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Problem statement. The rapid development of the IT-sphere provides new opportunities
for IT entrepreneurs. However not only knowledge of new technologies and financial support
for IT projects but also existing legal base that can reliably protect the results of the
intellectual, especially innovation activity are essential for the formation and development of
the business. The legislation of Ukraine is imperfect and has a range of conflicting or unsettled
relationships that arise in the IT-sphere. In this regard, identification of key issues of the
economic legal nature and opportunities for the development of the IT-sphere in Ukraine is an
important and relevant area of research.

Review of recent studies, which address the same problem. Many scientists find the
research of the IT-sphere really interesting. Thus, Bachinsky T. reveals such an important
issue as the legal basis of the provision about the non-compete in the IT-sphere in Ukraine [1];
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Gafiyak A. and Kikot A. consider modern legislative reforms in the IT-sphere in Ukraine [2];
Koval M. identifies the main problems of the intellectual property rights to IT-products [3];
Diachenko V. analyses the software license agreement [4]; Klochkov V. defines the
specificities of the state of the software of the IT-business in Ukraine [5] and others. However,
the consideration of the legal base of the IT-sphere in Ukraine and the identification of key
issues of the economic legal nature in this industry are outstanding tasks of the science sphere.

The goal of the article. The purpose of the article to identify the key issues of the
economic legal nature of the IT-sphere in Ukraine and to find the possible ways of addressing
them for the further development of this industry.

The main material. It is necessary to identify the governmental authorities that regulate
and monitor the subjects of the IT-sphere for the consideration of the legal base of the IT-
sphere in Ukraine. These are the E-government Agency; Department of Digital Economics;
State Intellectual Property Service; Committee for Informatization and Communications of the
Verkhovna Rada of Ukraine as well as the National Coordination Center of Cybersecurity as a
permanent body of the National Security and Defense Council of Ukraine. The core functions
performed by the governmental authorities are presented in the Fig. 1.
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Figure 1. Core functions of active government authorities in the IT-sphere
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It should be noted that the Department of Digital Economics among the considered
governmental authorities is temporary and runs until 2020.

The functioning of the subjects of the IT-industry depends on the relevant legal documents
that form the legal base of the IT-sphere in Ukraine. The author grouped in chronological
order the Laws of Ukraine and decisions of the Cabinet of Ministers of Ukraine that cover the

IT-sphere (Table 1).

Table 1

Legal enforcement of functioning of the IT-sphere in Ukraine
[grouped by the author based on [5]]

The name of the legislation, date of
adoption

The main issues that are regulated by legislation

JA

Laws of Ukraine

1. The Law of Ukraine “On Information” of
2 October 1992.

This Law governs the relations concerning creation,
collection, obtaining, storage, use, distribution, protection,
information protection.

2. The Law of Ukraine “On Copyright and
Related Rights” of 23 December 1993.

This Law protects the personal non-property rights and
property rights of authors and the related rights.

3. The Law of Ukraine “On Information
Protection in Informational and
Telecommunication Systems” of 5 July
1994.

This Law governs the relations in the field of information
protection in information, telecommunication and
information, and telecommunication systems.

4. The Law of Ukraine “About Distribution
of Copies of Audiovisual Works,
Soundtracks, Video grams, Computer
Programs, Databases” of 3 March 2000.

This Law determines the legal basis of the distribution of
copies of audiovisual works, soundtracks, video grams,
computer programs, databases and is directed to the
protection of interests of subjects of copyright and related
rights and consumer protection.

5. The Law of Ukraine “On Protection of
Personal Data” of 1 June 2010.

This Law governs the legal relations connected with
protection and personal data processing, which are
performed fully or partially using automated means.

6. The Law of Ukraine “On the Basic
Principles of Ensuring Cybersecurity of
Ukraine” of 5 October 2017.

This Law determines the legal and organizational basis of
ensuring the protection of the vital interests of man and
citizen, society and state, national interests of Ukraine in
cyberspace, main objectives, the directions and the
principles of state policy in the field of cyber security.

1I. The decisions of the Cabinet of Ministers of Ukraine

1. Decree of the CMU Ne 373 “On
Approval of the Rules for Protection of
Information in Informational and
Telecommunication Systems” of 29 March
2006.

The rules define the general requirements and
organizational principles of protection of the government
information resources or information, requirements of data
protection established by Law in informational and
telecommunication systems.

2. Decree of the CMU Ne 265-p “On
Approval of the Economic Activities that
relate to the Creative Industries” of 24 April
20109.

The Government adopted the list of economic activities that
relate to the creative industries. There are new media and
information and communication technologies among them:
the software, video games, digital technologies in the art
(3D printing, virtual, augmented and mixed reality).

3. Order of the CMU Ne 67-p “On Approval
of the Concept for the Development of the
Digital Economy and Society of Ukraine
for 2018-2020 and Adoption of the Plan of
Measures for its Implementation” of 17
January 2018.

The concept includes the creation of new opportunities for
the realization of human capital, development of
innovative, creative and “digital” industries and companies;
development of exports of “digital” products and services.
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It is important to identify the key issues of the economic legal nature that have a negative
impact on the activity of the IT companies and hamper the development of the IT-sphere in

Ukraine (Table 2).

Table 2

The key issues of the economic legal nature of the IT-sphere
in Ukraine and possible ways of addressing them [identified by the author]

Key issues

Possible ways of addressing them

1. Lack of appropriate comprehensive
software protection.

- to concretize the results of the intellectual property of
the IT-sphere in the legal field;

- to provide legal protection of software products through
the legal and regulatory framework.

2. Difficulties in transferring property
rights to all the IT-products.

- to provide the effectiveness and simplicity of the
process of transferring property rights to all the IT-
products by improving the Law of Ukraine “On
Copyright and Related Rights”.

3. Absence of legal instruments and
mechanisms to regulate the problems
related to the non-compete in
employment relationships.

-to include a provision for the non-compete in the
contracts for the programming and development of 1T-
products;

- to develop and introduce the mechanism to regulate the
problems related to the non-compete in employment
relationships.

4. Piracy activities when using software
products.

- to strengthen control by the State government bodies
over the misuse of software products of IT-sphere;

- strengthening responsibility for piracy.

Key problems of the IT sphere in the legal aspect:

1. Lack of appropriate comprehensive software protection. According to international and
Ukrainian legislation software is an object of copyright and is protected as a literary work. To
ensure the protection of software rights, the key role is played by license, user or distribution
agreements. In these documents, such aspects must be specified: contract duration, method of
the software using, the territory to which the transferred right extends, the amount and
procedure of payment of royalties, and so on. At the same time, attention should be paid to the
validity of the software copyright, which, according to the Law “About copyright and related
rights”, is 70 years, which is not relevant for rapidly developing information technologies and
reflects the imperfection of the legislative framework of our country. Also, program codes
deserve attention. If during the software development open program codes are used, the rights
to this code belong to specific people, and they distribute the code under the conditions
defined in the “open licenses”. This means that the code of such software can be refined
without the permission of the company, changed by any other people, provided that it is
prohibited for them to restrict further access to the code of such software and receive
commercial benefit from it [4].

2. Difficulties in transferring property rights to all the IT-products. The rights to IT
products and the software seldom belong to the authors themselves (IT-professionals). The
development of such products is produced with the resources of the company and during
working hours, then the copyright belongs to an employer or to a third person (customer).
Even while making a copyright agreement, the parties often forget to make a list of limited
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transferred rights, and it leads to some problems while using software products. To solve
them, the regulatory framework has to be improved.

3. Absence of legal instruments and mechanisms to regulate the problems related to the
non-compete in employment relationships. This problem increases the risk of leak of
company’s important information.

4. Piracy activities when using software products. According to the Law of Ukraine
“About copyright law and related rights”, piracy in the sphere of copyright includes
publishing, copying and distributing counterfeit copies of works (computer programs and
databases are included). Unfortunately, mechanics of protection and fighting with piracy in
Ukraine are imperfect and need specific actions from the side of the government and control
departments.

The first step in addressing the problems is to specify the intellectual property of the
results of the work of the I1T-professionals and IT-companies in the legal field.

The implementation of the proposal will provide fertile ground for further action. The next
steps include the improvement of the legal base of Ukraine for the provision of the legal
protection of software products and the creation of the conditions for the effectiveness,
transparency, and simplicity of the process of transferring property rights to IT-products.

Today, there are three real and effective ways to protect a software product from misuse:

1. Protect the program source code with copyright.

2. Ensure the protection of algorithms used in programs as methods for solving specific
tasks.

3. Ensure the protection of the IT-product name by registering a trademark, the name of
the program, database or website, its domain name. This method will reliably protect program
or site name as a sign of goods and services in the IT-sector, as well as provide an opportunity
to make a profit from the issued legitimate usage of this mark by others.

The economic aspects of the considered IT issues are:

1. The failure to receive profits from IT-products development because of the property
rights transfer complexity.

2. Increased degree of risk for IT-companies because of the lack of legal tools and
mechanisms for regulating problems, related to non-competition among labor relationships.

3. Expansion of the shadow sector of the economy and the shortfall of funds in budgets
because of the piracy activities development on IT-products.

4. The outflow of intellectual capital (high-class IT-professionals with their
developments) to more progressive countries.

5. Low level of purchasing power in Ukraine. If a small IT-company seeks to launch a
product for mass consumption, it is most logical to do this in English and on large
marketplaces such as the Play Market or AppStore (which we don’t have in our country),
which makes the development of innovative IT entrepreneurship slow.

Having solved these indicated problems of an economic and legal nature, the IT-sphere in
Ukraine will be able to fully realize its capabilities:

-save labor resources, highly qualified and creative IT-specialists who provide
development and implementation of various IT-projects.

- expand the boundaries of international cooperation in the IT space.

- create your own IT-products.

- develop IT entrepreneurship in Ukraine, especially innovative.

Conclusions. The introduction of actions proposed in the article can address certain key
issues of the economic legal nature that have a negative impact on the activity of the subjects
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of the IT market. It can also improve the relevant legal documents and mechanisms in order to
create favourable conditions for the development of the IT-sphere in Ukraine.
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Bo3mosknocT M npensTcrBus AJsi pasputusa UT-chepsl B Ykpanne:
IKOHOMHKO-NPABOBOIi acleKkT

HartAanmnsa AJTEKCEEBHA 3AOPOKHIOK”

" KanouOam FKOHOMUHECKUX HAYK, O0YeHM, O0YeHm Kapedpsbl IKOHOMUUECKUX CUCTEM U YNPAGLEeHUs.
uHHOBAYUOHHBIM passumuem O0eccK020 HAYUOHATbHO2O NOTUMEXHUYECKO20 YHUgepcumemd,
npocnexm Illeeuenxo, 1, 2. Odecca, 65044, Ykpauna,
men. 048-705-86-13, e-mail: n.a.zadorozhnyuk@opu.ua

Cratbsl MOCBSIIEHA HCCIIEJOBAHUIO BO3MOXKHOCTEH U mpensTcTBuil pa3sutus UT-chepsl B Ykpaune.
B pabote ompeneneHbl OpraHbl TOCYIapCTBEHHOH BIIACTH, OCYIIECTBISIONIMX PEryJIHpOBaHUE U
KOHTposb cyObekToB WT-cheprl. B craThe crpymmupoBaHbl 3aKOHBI YKpPaWHBI, TOCTaHOBIICHUS
Kabunera MuHHCTpOB VYKpauHBI U Jpyrue HOPMAaTHBHO-TIPaBOBBIC JOKYMEHTHI, (opmupymomme
mpaBoBylo 0azy ¢yHkumonupoanus WT-chepsl. B pabore ompeneneHsl KIOYEBbIE MPOOIEMBI
9KOHOMHKO-TIPABOBOTO XapaKTepa, KOTOpble HETaTHBHO BIUSIOT Ha AesTenbHOCTs M T-xommannit, UT-
CIEUAINCTOB W OWM3HEeC-TIapTHEPOB, a Takke TopMmo3sT passurue UT-chepst B Ykpanmne. K taxum
mpoGJieMaM OTHECEHBI: OTCYTCTBHE HaJIeXKalled KOMIUIEKCHOM OXpaHbI IPOrPaMMHOTO HPOIYKTa;
CJIO)KHOCTH B IIpoliecce Mepeiayl MMYILeCTBEHHbIX NnpaB Ha Bce W T-poayKThl; OTCYTCTBHE MPAaBOBBIX
MHCTPYMEHTOB M MEXaHH3Ma JJIsl PeryJIUpOBaHusl BOIPOCOB, CBSI3aHHBIX ¢ HEKOHKYPEHIEH B TPYJOBBIX
OTHOILICHHUAX; IMHUpATCKas AEATeNbHOCTh NPU HCIOIb30BAHMHM MPOTPAMMHBIX MPOAYKTOB. ABTOPOM
IPEATIOKEHbl BO3MOXHbBIE IYTH pEIICHUs KaXIOH M3 YKa3aHHBIX NPOOJEeM 3KOHOMHKO-TIPaBOBOTO
xapaktepa WT-cdepsr B Ykpamne. IlepBEIM mIaroM B peNmIEHHM YKa3aHHBIX IIPOOIEM SIBIISIETCS
KOHKPETH3alusl B IIPAaBOBOM IIOJI€ HHTEIUICKTyalnbHOI COOCTBEHHOCTH pe3ynbraToB paborsr MT-
cnenuanuctoB 1 UT-kommanuii. Peanusanus 3TOro mpeanoKeHus: CTaHeT ONMaronpUsSTHOW MOYBOH IS
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JanpHeWmux aedcreuil. Crnefyromue IIard INPeIyCMAaTpUBAIOT COBEPLICHCTBOBAHME HOPMATHUBHO-
MpaBoOBOM 0a3bl YKpauHbl AT 00ecIedeHHs] MPaBOBOH 3aIUTHl MPOrPAMMHBIX MPOJAYKTOB U CO3AaHHE
TaKUX YCIOBHUH, 4TOOBI Mpolecc Mepefadyd MMYLIeCTBEHHBIX mpaB Ha WT-mpomyKTsl ObLT NMPOCTHIM,
po3payHbIM U 3P ekTHBHBIM. Perms 0603HaueHHBIE TPOOIEMBI SKOHOMUKO-TIPaBOBOT0 Xapaktepa MUT-
chepa B YKpauHEe CMOXET B IOJHOW Mepe peal30BaTh CBOM BO3MOXKHOCTH: COXPAaHHMTH TPYIOBBIC
pecypcHl, T.e. BEICOKOKBaNM(HIMPOBaHHBIE W KpeatnBHbIe W T-criennanucTsl, KoTopble 00ecnednBaroT
pa3paboTKy M peanH3alyio pa3HooOpasHbIX MT-IpoekToB; pacmMpUTh TPaHUIB MEXTYHAPOTHOTO
cotpynHudectBa B M T-mpocTpaHcTBe; co3maBath coOcTBeHHBIe M T-IpoayKThI; pa3BUBaTh B YKpanHe
UT-npeanpuHUMaTenbCTBO, 0COOCHHO HHHOBAIIHOHHOE.

Kniouesvle cnosa: xubepbeszomacuocts, UT-chepa, mpaBoas 6aza MT-chepbl, uMyliecTBEHHBIC
npaBa Ha U T-poayKThI, OXpaHa IPOrPaMMHOTO MPOILYKTa.
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MozxsmBocTi Ta nepemkoau st po3BuTKy IT-chepu B Ykpaini:
€KOHOMIKO-IPABOBUIi acleKT

Hatania OEKCIiBHA 3ATOPOXKHIOK®

" KaHOUOam exoHOMIUHUX HAYK, OOYyeHN, JOYeHm Kapeopu eKOHOMIYHUX CUCIeM Ma YNPAGTiHHSA
inHosayiHum possumrom Q0ecbK020 HAYIOHAILHO2O NONIMEXHIYHO20 YHI6EpCUmeny,
npocnexkm Lllesuenxa, 1, m. Odeca, 65044, Yxpaiua,
men. 048-705-86-13, e-mail: n.a.zadorozhnyuk@opu.ua

CratTsl IpHUCBsiUCHA JOCIIPKECHHIO MOXKJIMBOCTEH Ta meperikon po3BUTKy IT-chepu B Ykpaini. B
poOOTi BU3HAUEHI OpTaHH JAEP>KaBHOI BIIAIH, SKi 3MIHCHIOIOTH PETYIIOBAHHS Ta KOHTPOJb cy0 ekTiB IT-
chepu. Y crarti 3rpymoBaHo 3akoHM YKpainu, moctaHoBu Kabinery MinicTpiB YkpaiHu Ta iHmI
HOPMAaTHUBHO-TIPABOBI JTOKYMEHTH, 10 (OpPMYIOTh NpaBoBY 0a3y ¢ynkmioHnyBanHs IT-chepu. B podoTi
BU3HAYEHO KIIIOYOBI MPOOJIEMH €KOHOMIKO-TIPaBOBOTO XapaKTepy, II0 MAaloTh HETaTHBHUN BIUIMB HA
nisuteHICTh 1 T-koMnaniii, IT-¢axiBuiB Ta Oi3Hec-mapTHEPIB, a TAKOX TalbMylOTh po3BUTOK IT-chepu B
Vkpaini. [lo Takux HpoOieM BiJHECEHO: BiJICYTHICTh HaJEXKHOI KOMIUIEKCHOI OXOPOHM NPOTPaMHOI0
MIPOJYKTY; CKJIaJHOCTI y mpolieci nepenadi MaifHoBux mpas Ha yci [T-npoaykTu; BiICYTHICTH MpaBOBHX
IHCTPYMEHTIB Ta MeXaHi3My [UIsl peryiliOBaHHS NMUTaHb, MOB’S3aHUX 3 HEKOHKYPEHIUEI y TPYIOBHX
BiJHOCWHAX; Miparchka JisUTBHICTh TPH BUKOPHCTaHHI MPOTPAMHUX TPOAYKTIB. ABTOpPOM
3allPpOIIOHOBAHO MOJKJIMBI NUIAXM BHPIIIEHHS KOXKHOI 3 3a3HAUYEHHX MNpoOIeM EeKOHOMIKO-TIPaBOBOTO
xapakrepy [T-chepu B Yipaini. [lepmmm kpokoM y BUpilIeHH] 3a3HaAYCHNX MPOOIEM € KOHKpETH3aLlis y
MPaBOBOMY TIOJNi IHTENEKTyallbHOI BIACHOCTI pe3ynpTariB pobotn IT-daxiBmie ta IT-xommaHiii.
Peamizaris 1iei mpomo3uIiii cTaHe CHPHUSATIMBAM MIATPYHTSAM I MOAanbnx mid. HactymHi kpokw
nependavyaTh YAOCKOHAICHHS HOPMATHBHO-TIPABOBOI 0a3u YKpaiHu i 3a0e3MEedYeHHS MPaBOBOTO
3aXHCTy MPOTPAMHUX MPOAYKTIB Ta CTBOPEHHS TaKMX YMOB, 1100 MpoIeC mepenadi MaiHOBHUX MpaB Ha
IT-npoaykTu 6yB mpoCTUM, MPO30pUM Ta eeKTHBHUM. Bupimmsiim o3HaueHi mpobieMu eKOHOMIKO-
npaBoBoro xapaktepy IT-cdepa B Vkpaini 3Moxe B MOBHIi Mipi peanizyBaTH CBOi MOXMJIIMBOCTI:
30epertTé TPYIOBi pecypcu, TOOTO BHCOKOKBamiikoBaHi Ta kKpeaTuBHI IT-daxiBmi, ski 3a0e3meqyroTh
po3poOKy Ta peamizamito pi3HOMaHITHUX [T-TIpoeKTiB; pPO3MHUPUTH MeXi MIKHAPOIHOTO
cmiBpobitannTBa B IT-mpocropi; cTBOproBatn BiacHi I[T-npomykrn; pos3BuBatm B VYkpaini IT-
M APHEMHUAITBO, OCOOIMBO iHHOBAIIIHE.

Knrouosi crosa: xibepoesneka, IT-chepa, nmpaBoBa 6aza pynkuionyBanss [T-chepu, mMaitHOBI mpaBa
Ha IT-polyKTH, 0XOpOHA HPOTPAMHOTO MPOAYKTY.

JEL Code: 032 Tables: 2; Figure: 1; References: 6
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